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Cloud Area Padovana -

(M di Fisica Nucleare

« Project started at the end of 2013 for realizing a Cloud infrastructure

« Targeted in particular to use cases that can not be easily ported in the existing Grid
infrastructure

« Main goal: improve the overall computing resources usage and decrease their
maintenance costs

« Share of resources, manpower, competences between INFN Padova and INFN-

Legnaro
« Asdone for the Padova-Legnaro WLCG Tier-2
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@ Cloud Area Padovana: current status /NN

CLOUD L e

« Single OpenStack based laaS with compute nodes spread among the
two sites

« Services are instead deployed in a single location (Padova)

« In production since the end of 2014, after a pilot phase

INEN=Legnaroe Nationalfl'laboratorny.
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Cloud Area Padovana: usage M

di Fisica Nucleare
CLOUD
AREA PADOYANA

« ~120registered users belonging to ~ 30 S
projects

« Interactive activities, batch like jobs,
services, ...

« Research groups invited to use (and Ca

invest) on this infrastructure instead of
buying new private machines
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INEN
Resources L o

CLOUD

Padova 2048 7060

i35l

LNL 13 416 1472 4390

Total 28 1072 3520 11450 187
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. )
“"High level” topology INFN

Istituto Nazionale
L/ di Fisica Nucleare
CLOUD

Padova

10 Gb/s

Storage
ceph g
l.,,, X
10 Gb/sé

| Switch blade
4 x 10 Gbh/s 10 Gb/s

Storage

Database

HAProxy '; Compute nodes
iISCSI Controller and Monitoring services *
Services for infrast. mgmt.
Compute nodes
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=
Service deployment M

(LLJD di Fisica Nucleare

« Deployed OpenStack services:
« “Core” services (keystone, glance, nova, neutron, cinder, horizon)
« Heat (orchestration)
« Ec2-service (to provide an Amazon EC2 compatible interface)
« Nova-docker (to instantiate docker containers)
« Ceilometer (accounting)

» Integrated also some in-house developments
« To manage authentication relying on existing identity providers
« To manage project and user registration

« To manage accounting data

« Service deployment evolved and revised as needed
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Service deployment (I version)

Glance
<
/I 3

—— HAProxy
— keepalived
Nova

Controller  /
nodes

Storage servers &
Network nodes
A
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Istituto Nazionale
di Fisica Nucleare

Mysqgl Percona cluster
RabbitMQ cluster
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PN

ISCSI storage a ( - ) INFN
S € exposed via GlusterFS - n t I version L/ ool
CLOUD (2 servers).
SRl 0 No replica. e
Used for images (Glance),
.-Glance permanent (Cinder) and M
ysqgl Percona cluster
" — epheme][al.(NO\I/a) blﬁ.Ck HAProxy RabbitMQ cluster
Cinder storage of virtual machines xeepalived
'in Nova

Controller  /
nodes '

Storage servers &
Network nodes
A
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Service deployment (I version) éN/ N ..
~ https Mysql Percona cluster
HAProy: RabbitMQ cluster

keepali OpenStack services
deployed on 2
physical nodes

(High Availability in
active-active mode)

Controller  /
nodes :

Storage servers &
Network nodes
A
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@ Service deployment (I version) éN/ N ..

N

Mysqgl Percona cluster
HAProxy RabbitMQ cluster

keepalived

Two physical nodes
acting both as storage ’
(gluster) servers and
as OpenStack
network nodes

Controller
nodes

Storage servers &
Network nodes
A
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@ Service deployment (I version) éN/ N

Three virtual machines G
running HAProxy

https and KeepAlived. -
: Cinil e High Availability in
Active-Active mode i
Nova ‘

HAProxy used also as SSL
terminator (services exposed in
https, but on the
controllers the endpoints

Controller v actually use plain http)
nodes

Storage servers &
Network nodes

A
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PN

Service deployment (I version) éN/ N ..
~ https Mysqgl Percona cluster
HAProxy RabbitMQ cluster
keepalived

Three virtual machines

hosting the
Controller Mysql Percona cluster + A
nodes i RabbitMQ cluster |
Storage servers & o
Network nodes
‘ :
\/
Compute nodes
ﬁ—_ﬁ
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Service deployment (I version)

)
INEN

Istituto Nazionale
di Fisica Nucleare

ﬁ ‘https
3 Y HAProxy

keepalived

Compute nodes spread
between Padova and
Legnaro.

Shared file system (glusterfs
implemented using the iISCSI
storage) to support live
migration

Storage servers &

Network nodes
k ME

\/

Compute nodes

Cloud Area Padovana

Mysqgl Percona cluster
RabbitMQ cluster
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=
Issues with this 1st deployment é”/” ooooo

CLOUD e

« Using the same box as storage server and network
node proved to be a problem

« E.gif you need to reboot a network node, impact
also on the storage exposed by that node

 In general mixing storage servers with other services
is not a great idea

« We also experienced DB performance problems
« = Move to physical nodes

« = DB tuning (e.g. use of different primary DB for
the different services)
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Service deployment (Il version) éN/ N

di Fisica Nucleare

CLOUD
N ~ https Mysqgl Percona cluster
\ . ’ —— HAProxy RabbitMQ cluster
/il —— keepalived
Nova

Controller
& Network
nodes

Storage servers
—&Networkodes—
A
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@ Service deployment (Il version) M

A ~ https Mysql Percona cluster
\ r —— HAProxy RabbitMQ cluster
7 S A keepalived
N Nova

Use of physical machines

Controller for the DB and RabbitMQ
& Network 3 cluster

nodes

Storage servers
—&Network-noces—
A

Compute nodes

¢ e—
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=
Storage problems éN/” ttttt .

CLOUD e e

« Very high load on the storage system with some
particular workloads

« Impact on the whole infrastucture because of the
shared File system

« Which was chosen to support live migration of instances

« = Decided to use the hypervisor storage for
the ephemeral storage of the virtual machines

e For “critical” virtual machines, for which
realiability is important, users are suggested to
consider “boot from volumes” instances
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@ Service deployment (Il version) éN/ N

~ https Mysqgl Percona cluster
HAProxy RabbitMQ cluster

\j keepalived

Controller
& Network ¢
nodes

Use of hypervisor
local storage
for the VM
ephemeral
disk space

Storage servers

A
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Service deployment (11l version) M

di Fisica Nucleare

~ https Mysqgl Percona cluster
HAProxy RabbitMQ cluster

keepalived

Glance
C ~
/I 3 .

MongoDB

=

accounting éﬁ

data

For
ceilometer

Storage servers

A

Compute nodes

© re—
|
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@ Service deployment (IV version) éN/ N

l - ) ~ https Mysql Percona cluster
“ HAProxy RabbitMQ cluster

keepalived

Deployment of
ceph cluster

used for
images and
permanent block -
Storage servers storage N
A
accounting
data

C E p h g Cinder
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=
CEPH cluster é”/ W

(M di Fisica Nucleare

~55TB
3 MON (on 3 hosts)
30 OSD (on 3 hosts)

replica 3 3 OSD hosts:
« 2xE5-2620v4 @ 2.10GHz
3 MON hosts: « 64 GB RAM
« 2XxXES520 @ 2.27GHz « 10 x 6 TB SATA (CEPH OSD)
« 24 GB RAM « 2 SSD (CEPH journal)
« 1 Gbps « 10 Gbps

hosts
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@ Service deployment (V version) M

di Fisica Nucleare

b _
«'

HAProxy Mysql Percona cluster RabbitMQ cluster
Al keepalived 2

Storage servers

A
C E p h Cinder

Cloud Area Padovana . ”

Separation of
DB and Rabbit
clusters
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=
MySQL database M

B jelx

« Implemented through a Percona
XtraDB cluster (3 instances)

\’ keystone )
« Access to database through the e
HAproxy service - E_;
« To avoid deadlock issues: =
e Y
« configured the clusterin wom — e
active/backup mode SSEs L -
« distribute the various OpenSta™ 0 v Bl glrce |
services between the three ‘ot
. o ‘M L
different active servers .’

« configured each other server as
backup
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Openstack

MySQL Database con files

C LO U D Nucleare

connection = mysql+pymysql.//keystone:<KEYSTONE_DB_PASSWORD>@192.162.30.1:3306/keystone
connection = mysql+pymysql.//cinder:<CINDER_DB_PASSWORD>@192.162.30.1:4306/cinder
connection = mysql+pymysql.//glance.<GLANCE_DB_PASSWORD>@192.162.30.1:5306/alance

HAproxy conf file

listen mysql_cluster_one
bind 192.162.30.1:3306
mode tcp
balance leastconn
option httpchk
default-server on-marked-down shutdown-sessions on-marked-up shutdown-backup-sessions
server db-08.cloud.pd.infn.it 192.162.30.14:3306 check port 9200 inter 12000 rise 3 fall 3
server db-09.cloud.pd.infn.it 192.162.30.15:3306 check port 9200 inter 12000 rise 3 fall 3 backup
server db-10.cloud.pd.infn.it 192.162.30.16:3306 check port 9200 inter 12000 rise 3 fall 3 backup
listen mysql_cluster_two
bind 192.162.30.1:4306
mode tcp
balance leastconn
option httpchk
default-server on-marked-down shutdown-sessions on-marked-up shutdown-backup-sessions
server db-08.cloud.pd.infn.it 192.162.30.14:3306 check port 9200 inter 12000 rise 3 fall 3 backup
server db-09.cloud.pd.infn.it 192.162.30.15:3306 check port 9200 inter 12000 rise 3 fall 3
server db-10.cloud.pd.infn.it 192.162.30.16:3306 check port 9200 inter 12000 rise 3 fall 3 backup
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Networking a N

CLOUD

« TWO main requirements

« Keep Cloud separated from the rest of
the Local Area Network

« Easy access to Cloud instances

o In particular allow accessing Cloud
virtual machines from the Padova-
LNL LANs without the need of

fFloating IPs
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Networking M

CLOUD ‘e
a2 \~
“LAN” virtual r lm‘ LAN _ Internet
connected / “WAN" virtual router

LAN connected to
external network

NAT disabled
NAT enabled

“LAN”

NAN"
router

outer

& & & 2 &5

Prj A _PIjB Prj C Prj A PrjC
LAN-net LAN- LAN- WAN-net WAN-net

DD o oo vl
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Networking L s
S

CLOUD p %
* %
\" LAN /‘
* N
= TN Cloud
Instances can
_ be accessed
Each project from the
IS given a class-C Padova-LNL
network connertad LANs without
to “LAN route the need of a NAN”
------ floating IP BULET

&

Prj A _PrjB Prj A PrjC
LAN-net LAN- WAN-net WAN-net

DD o oo vl
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Networking w N ..

e N INFN Padova
““ LAN / router
“ N
Access by — X
to outside the cloud /
through a
NAT-firewall
box
“LAN” NAN
router outer

o

Prj A

Prj A PrjC
WAN-het WAN-net

Prj £ PriB PrjC
LAN-net " LAN- - LAN-

v v
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Networking

¢ N / Projects that need to
N expose services on

the internet
are also given a
class-C network
connected to the
WAN router
“LAN"
router

& & &

2 Db DR =

Floating IP

Cloud Area Padovana

Instances that need
to be accessed
from the internet
are given a public
floating IP

<=

]
PrjC
WAN-net

vmjiivm
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Networking a N

CLOUD
« Neutron with Open vSwitch/GRE configuration

« Neutron configured with two virtual routers (used by all projects)
« One with external gateway on public network (“WAN router”)
« Configured with SNAT enabled
« One with external gateway on LAN network (“LAN router”)
« Configured with SNAT disabled
« Each OpenStack project is given
« A class-C network connected to the “LAN router”

« A class-C network connected to the "WAN router”, if needed (if the
instance has to be exposed on the internet)

Cloud Area Padovana 31/70



. )
Networking éN/ N ..

CLOUD
« Each OpenStack project is given

« aclass-C network connected to the “LAN router”

« This allows accessing the instances from the Padova/LNL LANs
(without the need of using floating Ips)

« From the internet through a gate
« Instances are identified
« on the LAN with their private IP
« on the Internet with the IP of a NAT

« aclass-C network connected to the “WAN router”, if needed
« These instances can be given a floating (public) IP

« Used for instances hosting services that have to be exposed on the
internet
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Networking (OpenStack services) M

CLOUD

Controller Comdpute
& Network nodes
nodes

Management

Data

External

LAN

A VLAN per each network
VLANSs shared between Padova and Legnaro
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Networking (storage services) &”

CLOUD
cervers Ses CEPH MON e
nodes nodes

Management

Data

CEPH int

ISCSI nw
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Cloud Storage L e

g;I_C)—UP di Fisica Nucleare
« Hypervisor local disk For the ephemera OCK storage

Cinder (persistent block storage) with two backends: iSCSI and ceph

For the iSCSI gluster cinder driver (not supported anymore) replaced
with the NFS driver

The two backends are exposed using two volume types

Different quotas for the different backends

Create Volume # cinder quota-usage b38aldab349242bdbb469274b20a91b4
e +-------- e +------- +

L In use Reserved Limit
Description: - | | |

+
T -t | backup_gigabytes |
N backups
VVolume Type Description: I giqabvgﬂ“ I
Jdbyles
ceph .
- | gigabytes ceph |
No description available | gigab‘jtefw i___zi iﬂfﬂpd |
tes iscsi-
Volume Source = = E E =4
: — . . Volume Limits | per_volume gigabytes |
/ ENts EIREY MESENENS Total Gibibytes (120 GiB) | Snapghots |
Type O | snapshots_ceph |
ept "I\ —— | snapshots_iscsi-infnpd |
iscsiintpd | volumes |
. | volumes ceph |
| wvolumes iscsi-infnpd |
\wny Zone . Dt nEeen +




Access to external storage é”/”

o= ) 1,

« Some users need to access to some
external (non-cloud) storage

 E.g Lustre clusters for CMS and
LHCb, GlusterFS storage for
MuTom

« Used approach: install and configure
the Neutron L2 stuff on the storage
servers to create GRE tunnels among
the Compute nodes and the storage
servers

« Good performance in accessing such
external storage

« Not straig‘)rward to implement and
maintain

« Exploring other solutions (OneData, ...)

Cloud Area Padovana

Compute
node
Neutron Neutron
Openvswitch Openvswitch ||
agent agent
Compu
node
Neutron Neutron
Openvswitch || Openvswitch
agent agent
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=
Authentication to the Cloud -

B jelx

« Users can authenticate to the Cloud
using username-password, or using
credentials provided by external

providers
« Support for SAML and OpenlD identity
providers =
« Done extending keystone and ol e

horizon, since at that time no
support was available in OpenStack

« This implementation has now been
revised relying on OS-Federation

« Implemented integration with INFN-AAI
and Unipd-SSO (both SAML?2)

« Planned to integrate also Indigo IAM
(OpenID) and GARR IDEM federation
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PN

User and project registration NN

« Complete separation of authentication from authorization
. Auser registration step is needed to grant project membership, access and privileges on the infrastructure
« OpenStack dashboard extended for user and project registrations management
« Requests for registration pass through a workflow (involving the Cloud administrator and the project manager)

The project manager is responsible to manage

(accepting or rejecting) affiliation

Realstation reauast The Cloud administrator
9 q checks the request

project creation
request type
project
subscription

yes

(and renewals) requests for his/her group

« Per project account expirations

The Cloud administrator
creates the project
and authorizes the user

The Project administrator
validates the request

CLAUD adrin N
Project Registrations
A Registrations
e CLOUD
fiiordes ID  Username Firstname  Lastname  Organization ~ Phonenumber ~ Domain  Actions The Cloud administrator £l -
iatrati ) request is vali
Identity Panel User Registration
9 dorigoa Alvise Dorigo INFN 049967.7378  Default  Process authorizes the request
8 sgaavai@ininit  Massimo  Sgaravato  INFNPadova 439049123 Default  Process

no
Displaying 2 items

Organization b P y
INFN
CLOUD / Phone number (Registration accepted] (Registration rejected ]

Contact person

Log In

de
=z

IN N/) S;Q,e,,

& =
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Proj -
OJ eCtS L/ i Fsca ociare

CLOUD
e Support for personal S
(private) and shared e P

(group) projects

e Personal projects are
discouraged because
they imply a

“fragmentation” of

resources

« Usually one project per
experiment/research
group EnED
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Accounting é”/ N

CLOUD
« Raw accounting information collected by the OpenStack telemetry service
(ceilometer)

« Many problems using Ceilometer also for managing and presenting the
accounting data

« = an in-house developed tool (CAOS, Control Application for OpenStack) to:

« collect and handle accounting information
- resource usage by projects
- usages on compute nodes
- quotas
« easy management and presentation of accounting data
- actual usages

- usages in a specified time range
- custom metrics not provided by ceilometer
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PN

CAOS: accounting é”/ N

CLOUD

« Comprehensive graphs of accounting data
« on-the-fly generation

cover any of the tracked metrics

customizable time range / resolution

navigation through the usage history

& Project ‘ s laAccounting Aggregates from 2017-05-01 00:00 CEST to 2017-05-15 00:00 CEST
. MName % Wall Clock Time [hours] « Percentage w.rtoverall &
Accounting
X ) OVERALL 510.394,89 100,00%
Metric: CPU Time - Date range: [3From 2017/05/01 00:00 to |
SPES 242.294,55 47,47%
CMS 102.227,36 20,03%
@ OVERALL TOTAL MAGIC_CTA g LHCb 36.882,21 7,23%
@ DIV.RICERC... CUORE @ INDIGO-Syn... C
ICARUS_PD RD_FA @ AlviseDori... v Bellel 26.324,48 5,16%
® senvizio C... AdminTesti... @ EPIGENETIC... al _ ] ] '
Muon Tomog... GRID-CERTI... AdminTesting 17.597,50 3,45%
480
Muon Tomography 16.337,94 3,20%
400
200 EPIGEMETICS 8.511,42 1,67%
vl
< 200 0CcP 8.032,67 1,57%
100 IRA
Mon May 08 07:00 2017 +0200
0.0 A Al ‘ SPES 40.057 hours |
05/01 05/03 05/05 05/07 v worzz 05/13 05/15

Date

Cloud Area Padovana 41/70



‘ CAOS: Resource usage by projects INFN

%LJD di Fisica Nucleare
Py v ANA

AREA

-
Home &P Vc P U s s RAM
CLOUD-LNL 367f4c8918fc4d658d49be0b79ac9daf 3 minutes ago Usage: 0,00 Quota: 15,00 Usage: 0 Quota: 15 Usage: 0,00 Quota: 15,36
Usage: 83,00 Usage: 13 Usage: 120,83
Belle Il 36b1ddb5dab8404dbe7fc359ec95ecfs 3 minutes ago [ ais0s ] 6504
Quota: 200,00 Quota: 200 Quota: 204,80
Usage: 7,42 Usage: 7 Usage: 15,21
JUNO 37c6f66ffa0047898811f1c3b9d3e2¢ch 3 minutes ago [ 1237% | [7.00
Quota: 60,00 Quota: 100 Quota: 61,44
Usage: 29,00 Usage: 14 Usage: 59,39
ocp 3bebabdd3f2648378263bc04d9c205fa 3 minutes ago [ 2000% ]
Quota: 100,00 Quota: 20 Quota: 65,54
Usage: 4,00 Usage: 1 Usage: 8,19
CALET 3f13d911e5a0448db1ad8363d0d264d5 3 minutes ago [ 2e67x | f6.67;
Quota: 15,00 Quota: 15 Quota: 15,36
Usage: 7,38 Usage: 2 Usage: 15,11
ICARUS_PD 4acc5c¢73693d4b8f909a5271f3b09a53 3 minutes ago .04 [ msm ]
Quota: 50,00 Quota: 50 Quota: 51,20
Usage: 22,00 Usage: 10 Usage: 45,06
AlviseDorigo 529769bcecf64277b7447a3¢11088f2a 3 minutes ago T T [ sooox ]
Quota: 80,00 Quota: 20 Quota: 50,00
Usage: 9,00 Usage: 5 Usage: 1843
Multi-tenant Services | 535¢148bff524f5ca7ac1cbddc6ef08b 3 minutes ago [ 2s500% | o2 |
Quota: 20,00 Quota: 20 Quota: 20,00
T2K 73986e45bd624099bb4f4c5f03e56105 3 minutes ago Usage: 0,00 Quota: 40,00 Usage: 0 Quota: 40 Usage: 0,00 Quota: 40,96
Usage: 2,00 Usage: 1 Usage: 4,10
GERDA 8c8f846533a24f2abd632c7f7a8dS5fac 3 minutes ago 6.7 6
Quota: 15,00 Quota: 15 Quota: 15,36
Servizio Calcolo e Reti b3280982¢25146cBb7dccbde74bal532 3 minutes ago Usage: 0,00 Quota: 15,00 Usage: 0 Quota: 15 Usage: 0,00 Quota: 15,36
Usage: 61,00 Usage: 23 Usage: 92,16
AdminTesting b38al0dab349e42bdbb469274b20a%91b4 3 minutes ago [ sos0% | [ aspox ]
Quota: 200,00 Quota: 50 Quota: 204,80
Usage: 32,00 Usage: 2 Usage: 32,77
EPIGENETICS bdd04490175e4462a4c258b2cfedbeal 3 minutes ago = 100,00%
Quota: 32,00 Quota: 32 Quota: 32,77
Usage: 22,15 Usage: 19 Usage: 17,49
admin beaeede3841b47efb6bb65alab67e5b1 3 minutes ago [ 11.08% | T T
Quota: 200,00 Quota: 40 Quota: 60,96
Usage: 98,00 Usage: 8 Usage: 102,40 -

Cloud Area Padovana 42/70



. CAOS: usage on compute nodes INFN

Istituto Nazionale
CLOUD

di Fisica Nucleare
AREA

a
Allocated VRAM (TB) Allocated VCPUs
Active VMs
Virtual On bare Virtual On bare
Virtual: 3,15 Virtual: 3,15 Virtual: 1926 Virtual: 1926
259 | dedsy
Virtualizable: 5,05 Total Bare: 3,54 Virtualizable: 4144 Total Bare: 1072
Hypervisors
Allocated VRAM (MB) Allocated VCPUs
Name Last seen State / Status VMs
Virtual On bare Virtual On bare
cld-ctrl-01.pd.infn.it (IP; ) }Jlrtual: 512 Yulua\: 512 Virtual: 0 Virtual: 0
92.168.60.40" 4 minutes ago down / disabled 0 | i
192.168.60.40°) Virtualizable: 48088.5 Total Bare: 32059 Virtualizable: 32 Total Bare: 8
cld-nk01.cloud.pd.infn.it (1P ) Virtual: 78848 Virtual: 78848 Virtual: 59 Virtual: 59
3.60.56" 4minutes ago up / enabled 10 [ saean ] [ o | T T
192.168.60.567) Virtualizable: 144705 Total Bare: 96470 Virtualizable: 128 Total Bare: 32
cld-n-02.cloud.pd.infr.it (1P ‘ Virtual: 113152 Virtual: 113152 Virtual: 87 Virtual: 87
192.168.60.57" 4 minutes ago up / enabled n e ]
SI6E8057) Virtualizable: 144705 Total Bare: 96470 Virtualizable: 128 Total Bare: 32
cld-nl-03.cloud.pd.infr.it (IP ) Virtual: 100864 Virtual: 100864 Virtual: 81 Virtual: 81
056" 4 minutes ago up / enabled 10 [ oss 6328% [ ogsae ]
192168.60.58°) Virtualizable: 144705 Total Bare: 96470 Virtualizable: 128 Total Bare: 32
cld-nl-04.cloud.pd.infrn.it (IP Virtual: 107008 Virtual: 107008 Virtual: 90 Virtual: 90
02.168.60.59" 4 minutes ago up / enabled 10 oo ] [ s ]
fo21sE 6 ) Virtualizable: 144703.5 Total Bare: 96469 Virtualizable: 128 Total Bare: 32
cldnl-05.cloud.pd.infn.t (P Virtual: 112640 Virtual: 112640 Virtual: 69 Virtual: 69
92.168.60.60" 4 minutes ago up / enabled 14 e N S0k [ asew ]
192.168.60.60°) Virtualizable: 144703.5 Total Bare: 96469 Virtualizable: 128 Total Bare: 32
cld-n06.cloud.pd.infn.it (IP: ) Virtual: 82944 Virtual: 82944 Virtual: 61 Virtual: 61
192.168.60.61 4 minutes ago up / enabled 14 57.32% [ e | [ woes ]
) Virtualizable: 144703.5 Total Bare: 96469 Virtualizable: 128 Total Bare: 32
cldnl07.cloud.pd.infn.t (IP ) Virtual: 104960 Virtual: 104960 Virtual: 83 Virtual: 83
92.168.60.62" 4 minutes ago up / enabled 1 T T [ edsan [ gsesew ]
192:168.60.67)) Virtualizable: 192799.5 Total Bare: 128533 Virtualizable: 128 Total Bare: 32
cld-nl08.cloud.pd.infn.t (IP ) Virtual: 121344 Virtual: 121344 Virtual: 91 Virtual: 91
193.168.60,63" 4 minutes ago up / enabled 16 [ e | s ] T T
SeE Lo Virtualizable: 192799.5 Total Bare: 128533 Virtualizable: 128 Total Bare: 32
v
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CAOQOS architecture

)
INEN

Istituto Nazionale
di Fisica Nucleare

GLOUD
ﬁ collector:
dashboa rd >[ backend ]‘ >i . gathers data at regular intervals
A MySQL « workaround to some Ceilometer issues
Y (Percona cluster) « directly query its backend (MongoDB)
collector « query the OpenStack API (e.g. for quotas)
quotas, « correction of wrong data (e.g. negative cpu time)
compute « data pre-aggregation at coarser granularity (hourly, daily)
nodes, ... « computations across different metrics (cpu efficiency)
Ceilometer = »e backend:
OpenStack API / bus ! MongoDB « provides a time series framework for writing and reading metrics
« data aggregation and downsampling at given resolution/time range
[identity] [compute] [compute] dashboard:
compute

metrics aggregated per project and per compute node

 cpu time, wall clock time, cpu efficiency

 projects quotas and their usages (RAM, DISK, number of VMs, ...)

« current and past usages easy to determine

- fast aggregation over selected time range and granularity
Cloud Area Padovana

« frontend to easily get resource usage information
+ setting of time ranges/resolution parameters

« display data in graphs and tabular forms
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Support for containers

CLOUD INDIGO - DataCloud

« One compute node instrumented with nova-docker
« To instantiate docker containers instead of Virtual Machines
« Docker images in Glance are tagged so that they match the compute nodes running nova-docker

> docker save <image-name> | glance image-create —container-format=docker \
--disk-format=raw --name <image-name>

> glance image-update --property hypervisor_type=docker <image-id>

« nova-docker not supported anymore by his developer
« Maintained by Indigo-DataCloud (up to OpenStack Newton)
 Replaced by ZUN (released in OpenStack Pike For the first time)
« ZUN evaluation report in Indigo-DataCloud WP4 deliverable

nova.conf: l
Nova compute_driver = docker.DockerDriver

Virt API
B
difvar H';I\'F;I’lP D ocker Container B
(hypervisor) docker-registry

(container)

‘ Glance |
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=
Resource allocation é”/ N ..

CLOUD o e

» By default every compute node usable by any
project. On these nodes:

« CPU overcommittment factor: 4.0
« RAM overcommitment factor: 1.5

 Single pool of resources exposed to users (i.e. no
availability zones, etc.)

« We used to expose (through an availability
zone) the compute nodes with shared File
system, but this resulted in a bad resource
usage
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Resource allocation (cont.ed) é”/ N ..

CLOUD o e

« Hardware owners can request specific policies for their
hypervisors

E.g. the MuTom group doesn't want to use overcommitment for
its hypervisor

= |[mplemented through host aggregates

We discourage the use of “big” VMs
 Largest public flavour has 8 VCPU - 16GB

 Larger flavours created only if really needed and visible only to
the relevant project(s)

Flavors have max 25GB of ephemeral disk
« To limit snapshot size
« To manage the limited disk space on the hypervisors
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Batch cluster on the Cloud -

= el

« We provide users with a simple tool

which allows the instantiation of a .
dynamic HTCondor batch cluster
« Based on the elastig software o by,
« User specifies the image to be used, the flavor, N
the min and max number of slots HTCOFICJUI’
High Throughput Computing
« New VMs are automatically created (via EC2)
and configured as HTCondor worker nodes
when there are jobs waiting in the queue
« VMs are automatically destroyed when idle
(i.e. queue empty) 4
workm
\ - ‘v?hutdo g
"y T
)
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lici IN/r?
Some policies L s

CLOUD e e

« Modified the default OpenStack behavior so that users
can't stop/delete VMs belonging to other users of the
same project

« = Customization of Nova policy.json

« = Use of Nova 2.0 since in Mitaka not supported in
Nova 2.1

« Support (temporarily ?) reintroduced in nova 2.1 in
Ocata

« Users can not delete volumes created by other users
(even if they belong to the same project)

« = Customization of Cinder policy.json
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Images L s

CLOUD e e

« Users can create and publish their own images
« Max 25 GB size
« Can not be public, but can be shared with other projects

« We (admins) provide and maintain a few public images

e SL6 / CentOS 7 with mostly used packages + CVMFS
(configured to use the proper squids) + LDAP setting
(For user authentication)

« Sysadmins accounts enabled

« Users can ask sysadmin support only for instances built
using these images

« We do backup on images and snapshots
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=
Provisioning and configuration éN/N ooooo

B jelx

« Foreman/Puppet used as
provisioning and
configuration systems o, ——

=
e Puppet used to configu [

/
OpenStack and the P
ancillary services (nagic

ganglia, etc) i

« We implement most of
the used puppet classes

Cloud Area Padovana 51/70



Istituto Nazionale
di Fisica Nucleare

Monitoring INFN
GLQUD

\

Graphs -> Tree Mode Logged in as admin (Logout)

ers
Presets:  Last Day v | From: 2017-03-01 10:20 |75 Te: 2017-03-0210:20 |54 1 Day v || Refresh | Clear

Ceph Nodes Graph

e dd-nl-01

Based on the same tools used e —
in the Padova-Legnaro Tier-2: ...,

= dd-nl-08 o

150 M
100 # k

Aust Lunnpuie noue dd-nl-09

Ganglia, Nagios, Cacti o

Host: Compute node dd-nl-12

O

Host: Compute node dd-nl-13

bits per second

Host: Compute node cld-np-01

Host: Compute node cld-np-02 Wed 12:00 Wed 18:00 Thu 00: 00 Thu 06:00
Host: Compute node cld-np-03 From 2017/03/01 10:20:08 To 2017/03/02 10:20:08

Host: Compute node cld-np-04

O cld-stg-0l.cloud Inbound Cur: 15.94 k Avg: 320.55 k Max: 75.43 M
Host: Compute node cld-np-03 O cld-stg-02.cloud Inbound Cur: 73.49 k Avg:  8.11 M Max: 138.41 M
Host: Compute node dld-np-06 B cld-stg-0l.cloud Outbound Cur: 242.30 k Avg: 325.35 k Max: 2,94 M
Host: Compute node cld-np-07 O cld-stg-02.cloud Outbound Cur: 2,06 M Avg: 16.43 M Max: 172,16 M

0 Total Inbound

Host: Compute node cld-np-08 B Total ootbsard

Controllers Nodes
Host: Percona First Mysql Server
Host: Percona Second Mysql Server

Host: Percona Third Mysal Server

Default Tree
AT Servers
- Storage Nodes

. . ssH oK 09-15.20171620:42 3d5h28Bm34s 12 SSH OK - OpenSSH_6.6.1 (protocol 2.0) x
E Naglos M network 09-15-2017 12:43555 4d 2h24m 2s 14 VM cloud-04 pn.pd.infn.#-2017-08-15-12:
P—— .
srview of Cloud Padovana clou 2 [k 09152017 160001 43d6h48m35s 111 hosts:1 OK:1 WARN:0 CRIT:0 - instance-00001300:running
CPUs Total: i ; Toud a General [ok 09-15-2017 16:30:30 3d 5h 22m 45s i PROCS OK: 1 process with command name ‘nova-compute’
oo ister Load last hour Cloud Padovana C| oK 09.15:20171628:13 3d5h23m32s 14 DISK OK- free space: varfibinovalinstances 1782157 MB (99.99% inode=100%):
Hosts up: 41 + 1004 Documentation oK 09-15.20171626:10 3d5h2im32s 12 PING OK- Packet loss = 0%, RTA = 3.07 ms
Hosts dowia: 6 " | 80| ey e Root Partiion 09-15.2017 162552 3d5h3Bm33s 14 DISK OK- free space: / 35788 MB (83.88% inode=07%).
osts down: g 600 | = 6ol H 09-15-2017 16:28:18 3d 5h 28m 328 1” SSH OK - OpenSSH_6.6.1 (protocol 2.0)
£ o | . | ;af”““ Overview VM network 09-15-2017 12:34:32 04150 56m27s  1/4 VM cloud-05 pn.pd.infn.t-2017-08-15-12:34:32 successfully created, pinged and deleted
| o | ap
. 55 . s | v o Hosts PING ] 09-15201716:27:00 3d5h23m23s 12 PING OK - Packet loss =0%, RTA=2.21 ms
Avg Load (15. 5. 1m): H | o 20|
2 S 200/ Services oK 09-15:20171629:40 3d5h27m38s 14 DISK OK- free space: / 35273 MB (32.52% inode=97%):
3%, 3%, 4% - | 0 ———— HOSt GrOUDS oK 09-15.20171629:13 3d5h30m15s 172 SSH OK - OpenSSH_6.6.1 (protocol 2.0)
5 16:20 16: Summary
. 0
LUCHI:-“\E- 16:20 16:40 17:00 B User CPU  [J Nice CPU . . oK 09-15-2017 16:29:02 384 22h 15m36s 112 HTTP OK: HTTP/1.1 301 Moved Permanently - 535 bytes in 0.045 second response time
. ervice Groups [S—
2015-03-02 17:16 O 1-min Load Nodes W CPUs M Running Processes O Idle CPU B oK 09-15.201716:3020 38 4ndtmSés 12 OK- Cerificate ‘openstack-dashboardicloud-areapd.pd.infn. i wil expire on Sat 03 Feb 2018 02:18:00 PM CET.
Grid 09-1520171628:24 3d5h26m35s 14 39 alive agents: 0 down agents
Cloud Padovana Cluster Memory last hour Cloud Padovana Clu| Problems ; oK 09-15:201715:43:56 3d5h45m16s 172 No mismatch between Nova and Libvirt
Senvices (Unhandled
+ + 152017 n 2 4 R
Cluster Load Percentages 20T Hosts (Unhandled) Bt e St Bt | Ciale A A A )
| Network Outages
O25-50 (8.51%) P | g St s 2 oK 09-15:20171628:20 3a5h30ma2s 14 Metadata server reachable
| uick Searc
20725 (78.72%) £ 107 3
down (12.77%) @© | a oK 09-15-2017 1629:30 3d 5h 31m 26s. 14 active: 217: shutoff: 3: buikl: 0: error: 0
0.0 s = oK 09152017 16:28:10 94 2h 42m 4s 112 Get defaut quotas, Cinder AP is working: st defaut quotas in 1 seconds.
16:20 16:40 17:00 o eports oK 03152017 163000 3dSh2Tm34s 12 Getimages, Glance APl s working: st 25 images in 1 seconds.
| Availability = |
E :CWVY gSﬁ d. Memory Shared ..M”e"""ysca"’eg 0 s 6|  Trenas oK 09-15:20171625:40 3d3n45m20s 12 OK- Glance image uploaded in 3 seconds
lemory Buffere lemory Swappe : l
B Total In-Core Memory @ In Histo oK 09-15-20171626:30 3d5h30m3%s 112 Got a token, Keystone API is working.
sl oK 09-1520171627:40 3d5h27m34s 12 Get flavors, Nova AP s working: st 7 flavors i 1 seconds
Notifications cloud-
Event Log arcapd-  HTTPS oK 09-15.2017162650 3d1h26m36s 12 HTTP OK: HTTP/1.1301 Moved Permanenty - 545 bytes in 0.086 second response fime
test
System HTTPS Certfi oK 09-15:201716:30:40 3d1h25m37s 12 OK- Certficate ‘controler-01.cloud pd.infn. wil expire on Thu 09 Aug 2018 01:13:00 PM CEST.
Comments Neutron Agents oK 09-15:201716:30:00 1423 54m47s 14 11 alive agents: 0 down agents
Downtime Openstack Chy
Procesa bt e oK 09-15:20171627:00 14230 37m37s 14 Running: 37: Pending: 0: Error: 1: Stopped: 2
Performance Info
Scheduling Queue WARNING |08-15-201716:26:00 1d23h51mS6s  4/4 active: 57: shutof: 7: buid: O: error: 1
Configuration WARNING | 09-15-2017 16:2623 1d23h54m37s 22 (No output on stdout) siderr
oK 09-15:20171628:20 1423 52m47s 12 Getimages, Glance AP! s working: st 4 images in 0 seconds.
ok 09-15:20171628:20 1d16n8m37s 172 OK- Glance image uploaded in 7 seconds




Auditing

/)

Monitor of floating IP {
allocations

tuto Nazionale
“isica Nucleare

device id Ser name asscciating date )
e N ey Use of ulogd to monitor
e e o Cloud instances network
— activities
grep 10.63.15.25 /wvar/log/ulegd.locg

Centralization and archival of all relevant log files

Archival (on shadow tables) of records concerning deleted instances

Cloud Area Padovana
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NN
Updates -

CLOUD di Fisica Nucleare

« We perform one OpenStack update per year (i.e. skipping one
OpenStack release)

« as balance between having latest features and fixes and the need
of limiting the manpower

« Every change (in particular the updates) are prepared and tested
on a testbed environment before being deployed in production

« small infrastucture which however simulates the production one
(e.g. services deployed in High Availability)

« We are now running OpenStack Mitaka but almost ready with
the update to Ocata
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Other clouds @ Padova -

CLOUD

e INFN-PADOVA-STACK instance of the EGI-
FedCloud

cal

e CloudVeneto.it ‘3

cloudveneto

Many services shared (monitoring,
foreman/puppet,...) shared among all
Cloud instances
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| . a)
CloudVeneto.it A

cloudvengs
« Partners: UniPd (10 depts), INFN-
PadOva, IN FN'Leg na FO @nl:?rll"":!"“ 'll:l’
. 480 core (in HT), 90 TB e

=1 S S e |
—_Ee  Lrmmea |
el s a— sl |

« ~40 projects, ~ 90 users

« Preparing integration with Cloud
Area Padovana

« Single OpenStack Cloud
exposed with 2 “entry points”
(Unipd and INFN)
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== EGI FedCloud éN/N ttttt N

di Fisica Nucleare

» 144 slot, ~ 1300 HS06

« Keep separated with Cloud Area Padovana
to avoid problems integrating EGI specific
services

« E.g. keystone-voms

« Keystone-voms planned to be replaced
with keystone v3 federation + gridsite

« = integration with Cloud Area Padovana
can then be done
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CLOUD
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Synergy (2)

CLOUD INDIGO - DataCloud

\/

! ! —C
| o
‘w

Possibility to dynamically allocate
part of resources among multiple
projects (fair-share)

Instances are killed after a certain | Requests for new instances
time (to enforce fair share) are queued if no resources are
available

total resources ]
dynamic resources

M static -

prjA -
dyna

prj B\ 70 shares<
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Synergy integration @

CLOUD INDIGO - DataCloud

« Tried integration between Synergy and batch
applications using elastiq

« Services (synergy, elastiq, HTCondor) configurations
need to be properly set to reduce
« the number of jobs killed because VMs deleted by
Synergy

« the number of instances (in scheduling state) killed by
elastiq because they didn't join in time the HTCondor
cluster
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Networking LOGO

CLOUD

Controller, Network
& Service Nodes Compute

5 5 Nodes

Storage
Nodes ~——_

Compute P
Nodes _ ~

Cloud \

Switch

Storage
Nodes ~—

, 3

N

INFN Padova
Site
Router

e

v
Data
Network
Management
Network
INFN LNL _ External
Network
External
Network
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Some use cases: CMT M

= el

CMT: Cosmic Muon Tomography

Imaging system to scan inaccessible volumes of materials
with high atomic number...

... by studying the scattering of muons after matter
collisions and applying statistical and iterative algorithms

... to find the optimal density of the target material that
fits the muon trajectories and then its volume and shape

The algorithms for data analysis require a huge = '
. ] 1
computing power — 3,\%\\;
<\~.‘ 4’ A 4 v — <
Using ImageBuilder as reconstruction software ) o &)
: = : y cloup
DAQ TrackFit ImagéBuiIder

10.64.18.0/24

INFN Network
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Some use cases: CMS -

= el

e Interactive usage

« code development and build, ntuple
productions, end-user analysis, Grid User
Interface

\

t2-cld-nat

— each userinstantiates his own VM and
destroys it when not needed anymore

o Cloudisintegrated with the local Tier-2

User VM

— access to dCache and Lustre storage

« Batch usage

« elastic batch cluster (HTCondor) managed
by elastiq

-~ new VMs are created when there are jobs
waiting in the queue

— VMs are destroyed when idle (i.e. queue
empty)
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Some use cases: SPES
CLOUD

« Simulations for the SPES experiment

« totune the “perturbated” parameters of the
accelerator

e necessary to have many simulations in a short time

« Thisis done on the client using a client-server
framework called TraceWin

- | Remote Server
e Mﬁ On Cland
pot[ 1aust
e T e | @ e o Remote Server
7 o j Remote Server
= ENEREE

Remote Server
Remote Server
Remote Server
Remote Server

Coud

TraceWin Client

with GUI on local
= | desktop

0 o o ol
=
g88

B|&8|8B(EIR|% BN sz
e N e e S S e e
CEEPPOPPECECEEO OO e

I
L

Francesco Giacomini

)
INFN

Istituto Nazionale
di Fisica Nucleare

:’ Selective Production . “é

L = of Exotic Species at LNL -.- S

Exotic Besm Facility

Trr Mysdmar Phypsics smsdies
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Issues (1/n)

- inefficient storage of information

« each measurement is accompanied by redundant metadata

 trade-off between history retention and storage

« ~150-200 GB in 3 months, depending on cloud activity

« might be solved in the future using gnocchi db

What we need

“counter_name”: “cpu”,

“timestamp”: “2016-07-07T15:20:05Z",
“counter_volume”: “26910000000",

“project_id”: “b38a0dab349e42bdbb469274b20a91b4”

counter_name" D
"counter_volume": "26910000000",

"timestamp" 2016-07-07T15:20:05Z",
! j i "b38a0dab349e42bdbb469274b20a91bq",

C. e3aeldec cC. ’
"87h1c046-9393-4974-814a-d2471a028714",
_: : "2016-07-07T15:20:05.6542",
“message_signature":
“fcce5ha2dc52b8F23600cced9b2dbabcobh7d438687969696a2¢93b42997F1c3",
“message_id": "488a05be-4456-11e6-h25¢-44a84225d06f",
“source": “openstack”,
"counter_unit": "ns'

segatta-testl”,
nstance-000749a3",

20,
: nult,

[
"href":

"http://192.168.éo.40:8774/1b2caeedb3e2497b935723dc6e142ec9/images/d67f6702-9c70-
4972-9bc5-2adea2e2ca85",

“rel": "bookmark"

“memory_mb": 2048,
“instance_type": "12"

“links": [

“href":

"http://192.168.60.40:8774/1b2caeedh3e2497b935723dc6el42ec9/flavors/12",
"rel": "bookmark"

"vepus”: 1,
i 0,
"id

”6S-EXT-AZ:availability_zone”: "nova",

image_ref_url":
/192.168.60.40:8774/1b2caeedb3e2497h935723dc6el42ec9/images/d6716702-9c70-
4972-9bc5-2adea2e2ca85"

"counter_type": "cumulative"




Issues (2/n)

e metrics refer to single resources (e.qg. single VM)

e no data pre-aggregation
« hasto be done on the fly

« too slow due to inefficiencies

 real case: cpu time of a project in a particular day:

# time ceilometer sample-list -m cpu —-q 'project=e9ddcle36cl348fa812c56£1922371b5;

timestamp>=2016-10-06; timestamp<=2016-10-07"
(OpenStack Kilo)
real 2ml2.483s

# time ceilometer sample-list -m cpu —-q 'project=e9ddcle36cl348fa812c56£1922371b5;
timestamp>=2017-04-15;timestamp<=2017-04-16"

real Om57.153s
# time ceilometer statistics -m cpu —-gq 'project=e9ddc1e36c1348fa8]€6ﬁ€ﬁgt§ck Mitaka)
timestamp>=2017-04-15; timestamp<=2017-04-16' -p 3600 —-a avg

real 2m49.561s



Cverview

Resource Usage

Hypervisors

Host Aggregates

Instances

Volumes

Flavors

Images

Hypervisor Summary

VCPU Usage
Used 1,648 of 1,072

Hypervisor Compute Host

Hostname
cld-cirl-01. pd.infn.it
cld-nl-01.cloud. pd.infn.it

cld-nl-02.cloud. pd.infn.it

Type
QEMU
QEMU

QEMU

Overview

Limit Summary

Overview
Instances
Volumes

Instances

Images Used 3o0f15

Memory Usage
Used 2.7TB of 3.4TB

VCPUs (used)  VCPUs (fotal)  RAM (used)  RAM (total)
512MB 31.3GB
56.5GB 94.2GB

46.5GB 94.2GB

VCPUs

Used 3c0f15

Local Storage (used)
0Bytes
205GE

185GE

Voo

Floating IPs

Used 6,144 of 15,360 Used 1 of1

Local Disk Usage
Used 4.6TE of 122.3TE

Local Storage (lotal) Instances
265GB
1.8TE

1.8TB

Security Groups
Used2of10




PN

Hw della Cloud Area Padovana éN/ N ..
e
« A Padova:

« Sistema Blade

2 Enclosure
4 lame DELL M620 ciascuna con 1 processore E52609 (8 core in HT), 32 GB RAM (per servizi)
3 lame DELL M630 ciascuna con 2 processori E5-2650 v3 (40 core in HT), 96 GB
5 lame DELL M620 ciascuna con 2 processori E5- 2670 v2 (40 core in HT), 96 GB RAM
1 lama DELL M630 ciascuna con 2 processori E5-2670 v3 (48 core in HT), 512 GB
6 lame DELL M630, ciascuna con 2 processori E5-2680 v3 (48 core in HT), 128 GB
« Storage
— Server iSCSI DELL MD3620i, con 23 dischi SAS da 900 GB
— Espansione Dell MD1200 con 12 dischida 4 TB
- Espansione Dell MD1200 con 12 dischida 10 TB
« Altre risorse per altri servizi

— Controller e Network Node, Foreman/Puppet, mysql, mongodb, HAProxy/KeepAlived, Ganglia, Nagios,
NAT

« AlLegnaro

« 6 Fujitsu Primergy RX300S8 con 2 processori XEON E5 2650v2 (32 core in HT), 96 GB RAM
o 7 DELL PowerEdge R430 con 2 processori E5-2640 v3 (32 core in HT), 128 GB RAM

= el
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